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The main Icinga configuration file is /etc/icinga/icinga.cfg , additional configurations are stored in
/etc/icinga/commands.cfg and /etc/icinga/resource.cfg . Usually the default configuration is ok, so you
don't have to change these files.

The first thing you should change is the contact details in /etc/icinga/objects/contacts_icinga.cfg so that
notifications are sent to the correct email address:

vi /etc/icinga/objects/contacts icinga.cfg

[...]

define contact{

contact name root
alias Falko Timme
service notification period 24x7
host notification period 24x7
service notification options w,u,c,r
host notification options d,r
service notification commands notify-service-by-email
host notification commands notify-host-by-email
email me@myself.com
}

The service checks for localhost are defined in /etc/icinga/objects/localhost_icinga.cfg - take a look at that
file:

cat /etc/icinga/objects/localhost icinga.cfg

# A simple configuration file for monitoring the local host

# This can serve as an example for configuring other servers;

# Custom services specific to this host are added here, but services
# defined in icinga-common services.cfg may also apply.

#

define host{

use generic-host ; Name of host
template to use

host name localhost

alias localhost

address 127.0.0.1

}

# Define a service to check the disk space of the root partition
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# on the local machine. Warning if <20% free, critical if
# <10% free space on partition.

define service{

use generic-service ; Name of
service template to use

host name localhost

service description Disk Space

check command check all disks!20%!10%

}

# Define a service to check the number of currently logged in
# users on the local machine. Warning if> 20 users, critical
# if> 50 users.

define service{

use generic-service ; Name of
service template to use

host name localhost

service description Current Users

check command check users!20!50

}

# Define a service to check the number of currently running procs
# on the local machine. Warning if> 250 processes, critical if
#> 400 processes.

define service{

use generic-service ; Name of
service template to use
host name localhost
service description Total Processes
check command check procs!250!400
}

# Define a service to check the load on the local machine.

define service{

use generic-service ; Name of
service template to use

host name localhost

service description Current Load

check command
check 1oad!5.0'4.0!3.0!'10.0'6.0!'4.0

}

http://vlired.cu/dokuwiki/ Printed on 2019/02/27 15:27



Ags ychg@q tbgg}hecw}ngﬁd;swmmgmq(bﬁdeﬁned as /usr/I|b/nag|os/plug|ns/check disk -w $ARGl$ -C

yg@@jg@mﬁb;&?s(p%%%mlt Icmga aIIows us to pass command I|ne
arguments tQmfiaeE Hgrks by separating fhemiwkh gowychyetiee knarksk! ).wo cherkigwmmand

ﬁgm@%ﬁ&"@%mﬁc\%pfﬁggﬁa%;I&e first command line argument and 10% as the

second comymand line argument to the /usr/lib/nagios/plugins/check_disk -w '‘$ARG1$' -c $ARGZ$ -e
command so that it finally translates to /usr/lib/nagios/plugins/check_disk -w '20%" -c '10%" -e.

# 'check all disks' command definition
'B)écf*il‘ﬁ"émct,gﬁlﬁ’éﬁﬂ? command line argument that contains an exclamation mark, you must escape the

exclamation markyth 3Rackslaghelk a1l disks

T%Wf-'{ tw%rgry?:g%malﬁflme a{g&&é}]gb/n L?g]ir?%éﬁltggéncsa/llctrﬂw%%ngi %w r\mﬂthe$ﬁ$e %%wmc% For

example, to}ﬁnd out how the check disk plugin can be used, run

4uSELRLR{ORIIRBARSHE T RFEREE ol IoK --Nelp

define command{
With this kr@gﬂﬁg% YRY@n modify, thg sgrvice checks in /etc/icinga/objects/localhost_icinga.cfg to your

ikings, and A4 4/RRdy DGy S9HaHEYBRY I infiieLyERgioe Byosionfjg directory.

$H ADDRESS$ E sr/lib/nagios/pl ns/check disk
pluglie%znﬁsgﬁgzoﬁe \giﬂ'ﬁ?ﬁ&d as%rwch&&glé for "éié%é :;L,:st ta % a I%o@ aL{gcﬁe appropriate

ggﬁ#/etc/nagios -plugins/config/mysql.cfg

# use these c L
# 'check mysql' command definition

FRgEANs gegnmandd

command name check mysql
ecks, iFOPBAGalit B0 teblSTAVAPLORAERR{DIVII0R/ TBOEKMYBTE ~Hy s2HRRTAPDRESSS
#H#

# 1shpckleql caghingeredingepagnd definition
8e¥1ne commang
€T1né comman
comman _ngmg §Qﬁc§ @ESHI cmdlinecred
oo —Zgggm, Jier/Hh7nagias/Rtging/chack Bysal,-H sHOSTADDRESSs:
}§Ho§%AB ESS@' /usr/lib/nagios/plugins/check disk -w '$ARG1$' -c
$ARG2$' -e -p '$ARG3$'" -4

# 'checkimysql_database' command definition
define command{
command name check mysql database
command line /usr/lib/nagios/plugins/check mysql -d '$ARG3$' -H
'$HOSTADDRESS$' -u '$ARG1$' -p '$ARG2S$'
}

The command | want to use is check_mysql _cmdlinecred - this takes a MySQL username and a password
as arguments (besides the host address which is taken from the host name parameter of the service
check definition. | want to use the MySQL user nagios with the password howtoforge here, so | add the
following section to /etc/icinga/objects/localhost _icinga.cfg :

vi /etc/icinga/objects/localhost icinga.cfg
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[...]

define service{

use generic-service
host name localhost
service description MySQL

check command
check mysql cmdlinecred!nagios'howtoforge

}

Before we restart Icinga, we must create the MySQL user nagios with the password howtoforge :
mysql -u root -p

GRANT USAGE ON *.* TO nagios@localhost IDENTIFIED BY 'howtoforge';
GRANT USAGE ON *.* TO nagios@localhost.localdomain IDENTIFIED BY 'howtoforge’;
FLUSH PRIVILEGES;

quit;

(The USAGE privilege is a synonym for 'no privileges', i.e., the nagios user can connect to MySQL, but not
alter or read any data.)

Now we restart Icinga so that our changes take effect:
/etc/init.d/icinga restart

If you check localhost 's services in the Icinga web interface now, you should see that a check for MySQL
has been added

=]

http://static.howtoforge.com/images/icinga_monitoring_ubuntu_11.10/big/4.pngLikewise, we can add
checks for SMTP, POP3, and IMAP - these are just connection checks, so we don't need any arguments:

vi /etc/icinga/objects/localhost icinga.cfg

[...]

define service{

use generic-service
host name localhost
service description SMTP
check command check smtp

}

define service{
use generic-service
host name localhost
service description POP3
check command check pop
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}

define service{
use generic-service
host name localhost
service description IMAP
check command check imap

}

Restart Icinga...
/etc/init.d/icinga restart

... and a few moments later you should see the new checks in the Icinga web interface:
=

http://static.howtoforge.com/images/icinga_monitoring_ubuntu_11.10/big/5.pngYou might have noticed

the SSH and HTTP checks for localhost which are not defined in /etc/icinga/objects/localhost_icinga.cfg .

These are defined in hostgroup s in the /etc/icinga/objects/hostgroups_icinga.cfg file. A hostgroup allows
us to run a service check for multiple servers and define it only once. Take a look at that file:

cat /etc/icinga/objects/hostgroups _icinga.cfg
# Some generic hostgroup definitions

# A simple wildcard hostgroup
define hostgroup {
hostgroup name all
alias All Servers
members &

}

# A list of your Debian GNU/Linux servers
define hostgroup {
hostgroup name debian-servers
alias Debian GNU/Linux Servers
members localhost

}

# A list of your web servers
define hostgroup {
hostgroup name http-servers
alias HTTP servers
members localhost

}

# A list of your ssh-accessible servers
define hostgroup {
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hostgroup name ssh-servers
alias SSH servers
members localhost

As you see, we have a hostgroup called http-servers and a hostgroup called ssh-servers , and localhost is
a member of each of these groups. The service checks for the hostgroup s are defined in
/etc/icinga/objects/services_icinga.cfg . This file contains service checks and refers to the hostgroup s to
which these checks should be applied by using the hostgroup_name parameter:

cat /etc/icinga/objects/services icinga.cfg

# check that web services are running
define service {

hostgroup name http-servers

service description HTTP

check command check http

use generic-service

notification interval 0 ; set> 0 if you want to be
renotified

}

# check that ssh services are running
define service {

hostgroup name ssh-servers

service description SSH

check command check ssh

use generic-service

notification interval 0 ; set> 0 if you want to be
renotified

}

As you see, the SSH and HTTP service checks are defined here.
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